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Systematic Authentication Codes

Systematic authentication codes

A systematic authentication code is defined as a four-tuple

(S, T,K,A{E; : k € KC}),

where S is the source state, 7 is the tag space, K is the key space,

and Ey : S — T is called the encoding rule.
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Systematic Authentication Codes

Systematic authentication codes

A systematic authentication code is defined as a four-tuple
(S, T,K,{E; : k € K}),

where S is the source state, 7 is the tag space, K is the key space,
and Ey : S — T is called the encoding rule.

» The sender generates a tag t € T for an information s € S,
and sends out m = (s,t)
» The receiver gets m’ = (s',¢') and check if ¢ = E(s')
» if so, m’ is authentic
» otherwise, reject m/
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Construct systematic authentication codes

SECURITY + EFFICIENCY

Error-correcting codes

> generic construction
» g-twisted construction
» rank distance codes

Projective geometry

Functions over Galois Rings
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General Attacks

» Impersonation attack
A tag is guessed for a message s by an adversary, with
maximum success probability Py
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General Attacks

» Impersonation attack
A tag is guessed for a message s by an adversary, with
maximum success probability Py

» Substitution attack
A tag is guessed for a message s by an adversary, based on
some authentic message-tag pairs, with maximum success
probability Pg

For systematic authentication codes
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Generic construction

A generic construction [Ding-Helleseth-Klgve-Wang]

Let C be an (n, M) code over an alphabet B where (B, +) is an
Abelian group with g elements.
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Generic construction

A generic construction [Ding-Helleseth-Klgve-Wang]

Let C be an (n, M) code over an alphabet B where (B, +) is an
Abelian group with ¢ elements. We define a Cartesian
authentication code by

(S,T,K,{Ek 1k e ]C}) = (ZM,B,Zn X B,{Ek 1k e ]C}),

where for any k = (ki1,k2) € K and s € S, the encoding rule is
defined by
Ek(s) — Cs,k‘l - k27

and cg 1, is the (k1 + 1)-th component of the codeword c;.

[Ding-Helleseth-Klgve-Wang] C. Ding, T. Helleseth, T. Klgve and X. Wang, A generic construction of Cartesian
authentication codes, IEEE Transactions on Information Theory, 2007.
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Generic construction

Proposition

Let C be an [n, k,d] linear code over GF(q). Let (B,+)
= (GF(q),+), M = q".
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Generic construction

Proposition

Let C be an [n, k,d] linear code over GF(q). Let (B,+)
= (GF(q),+), M = ¢". The authentication code becomes

(S, T,K,AE;: k€ K}) = (Zys,GF(q), Z,xGF(q), {Ex : k € K}).

We have

—

N(c,u
Pr=—,Ps = max max (< U).
q 0#ceC ueGF(q) n

and
S| = ¢, |T| = ¢,|K| = ng.

N(e,u) is the number of times that an element u occurs as a
coordinate in the codeword c
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Generic construction

Criteria for the linear codes we choose

» N(c,u) is crucial for the resistance against substitution
attacks

» To obtain N(c,u) is difficult in general

» Cyclic codes with only a few zeroes

We propose 3 classes of systematic authentication codes
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Our constructions of systematic authentication codes
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Cyclic codes with two zeroes

l[¢ — 1,tm] cyclic code Cy;, . 4,

p < prime, m < positive integer, ¢ = p"™ and m € GF(q) <
primitive. I'; < p-cyclotomic coset modulo ¢ — 1 containing j.
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Cyclic codes with two zeroes

l[¢ — 1,tm] cyclic code Cy;, . 4,

p < prime, m < positive integer, ¢ = p™ and 7 € GF(q) +
primitive. I'; < p-cyclotomic coset modulo ¢ — 1 containing j.
{i1, .., it|t > 1 € Zy_1} s.t. Ty, ..., Ty, are pairwise disjoint with
size m.

Define cyclic code C;, . ;,) with parity-check polynomial

h(xz) = mj, (x)...m;,(x), with m;(x) being the minimal polynomial
of 7% over GF(p).

Trace representation

t
C(i17---7it) = (Z Tr(as$is)> | a1, ...,a; € GF(q)
s=1

xz€GF(q)*
We use C1 ) with two zeroes
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First class of authentication codes

Lemma ([Zhou-Ding])
Let m > 3 be odd, p =3 and e = 3(m*T1/2 _ 1. Then, Cae isa

™ —1,2m]

cyclic code over GF (p) with three nonzero weights

(p—l) m— 1:|: 5 —1 (m 1)/2 ( _1)pm—1

[Zhou-Ding] Z. Zhou and C. Ding, Seven classes of three-weight cyclic codes, IEEE Transactions on
Communications, 2013.
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First class of authentication codes

Theorem

The authentication code constructed from code C(l 30m+1)/2_1) is

(Z32m, GF(?)), Ligm 1 X GF(3), {Ek ke ’C}),
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Theorem

The authentication code constructed from code C(l 30m+1)/2_1) is

(Z32m, GF(B), Ligm 1 X GF(3), {Ek ke ’C}),

with N
Pr==:
=3

and

gm—1_4 1 3(m—1)/2 3(m+1)/2
Fs = Jr2(3m 1+ 3
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First class of authentication codes

Theorem

The authentication code constructed from code C(l 30m+1)/2_1) is

(Z32m, GF(B), Ligm 1 X GF(3), {Ek ke ’C}),

with N
P] = g
e 1, 1/9(m—1)/2 (m+1)/2
gm— Lig(m— g(m
Ps = R i ).
3m —1
In addition,

S| = 32", |T| = 3,|K| = 3™+ - 3.
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Sketch of proof (1)

Let n=p™ —1and h=(m+1)/2.
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Let n=p"™ —1and h = (m+ 1)/2. We have

Z Z wy aac—l—b:z:3 *1)—u)]

z€GF(9)* yeGF(p)

Z Z wy aw+ba:3 “D—u) Z w—yu]'

xEGF(q) yEGF (p) y€GF(p)

N(c(a,

M—‘ EM—‘
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Sketch of proof (1)

Let n=p"™ —1and h = (m+ 1)/2. We have

1 aw :c3 —H—u
N( ( Z; Z Z wy +b. ) )]
2€GF(q)* yeGF(p)
} Z Z wy aw+b:c3 “Hw) Z w—yu]'
xEGF(q) yEGF (p) y€GF(p)
1. When u =0

max N (c(a,b),0) = max(n — wt(c(a,b)))

=n—d=p" !+ pig Lpm-vr2 .
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Sketch of proof (2)
2. When u # 0
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2. When u # 0

N(e(a 1 Z Z y(Tr(aztba 1) - —u)]

wGGF@)yEGF@ﬂ

— 1 y(Tr(a:c—&-bx‘o’h’l)—u)
et w ]

z€GF(q) yeGF(p)*
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Sketch of proof (2)
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N(C(a7 b)au) = 1[ Z Z wy('l‘r(ax—i-b:rﬁh*l)_u)]

z€GF(q) yeGF (p)

:l[q_‘_ Z Z wy(ﬂ(ax+bx3h71)—u)]

b zeGF(q) yeGF(p)*

e w3 milentbe ),

yEGF(p)* 2€GF(q)

g

Let R(a,b) = > car(sm) wTrlar® 1 4be?).
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Sketch of proof (2)
2. When u # 0

h_
N(C(a7 b)au) = 1[ Z Z wy(T‘r(ax+br3 1)—u)]

z€GF(q) yeGF(p)

:l[q_‘_ Z Z wy(ﬂ(ax+bx3h71)—u)]

P z€GF(q) yeGF (p)*

= pm—l + 1 w Y Z wyTY(az—i—b:c?’h*l)'

yeGF(p)* 2€GF(q)

o
h
Let R(a,b) =3 car@m) wTraz® T402%)  \We have

nay 1
T(a.b):= Y w0 = (R(a.b) + R(=a.b)).
zeGF(3™)
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Sketch of proof (3)

Ifu=1
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Sketch of proof (3)

fu=1

o= S w3 lente®
yeGF(3)* zEGF(3™m)
= > wT(ya,yb)
yeGF(3)*

=w 1T (a,b) + wT(—a, —b)
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Sketch of proof (3)

Ifu=1

_ 3h_1
o= Z wY Z wyTr(a;r+ba: )

yeGF(3)* z€GF(3™)
= Z w YT (ya, yb)
yeGF(3)*
:w_lT(a, b) + wT'(—a,—b)
1 V3

:(_5 _ 7z')T(a, b) + (—% + \fi)T(—a, —b)
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Sketch of proof (3)

Ifu=1
o= Z wY Z wyTr(a;r—&-beh’l)
yeGF(3)*  zeGF(3™)
= Z w YT (ya,yb)
yeGF(3)*
=w 1T (a,b) + wT(—a, —b)
1 V3, 1 V3.
:(_5 — 7@)T(a, b) + (—5 + 72)T(—a, —b)
=~ I3 (R(a,8) + R(~ab) + R(~a, ~b) + Rla, b))
- ?i[;(R(a, b) + R(—a,b) — R(—a, —b) — R(a, —b))].
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Sketch of proof (4)

Lemma

Let d = ged(m, k) and let Q(a,b) = Tlrm/d(cw:]”hrl + bx?). For
j =0,1,2, assume that the rank of Q(a,b) is s — j. Thus, the
possible values of 5" wTranQ@b) gre

z€GF(q)
Z wranQad) . o epmtid/2, ' if m + jd is even
2€GF(q) - ey/pip—Lpmtid—1)/2 I-fm_{_jaz i; odd.
1
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Sketch of proof (4)

Lemma
Let R(a,b) = 3, cqp(g wO'™"). Define

N:j = {(a,b) € GF(q)?|R(a,b) = v},
N ={(a;b) € GF(q)%|R(—a,d) = ev;}.

18/37



Sketch of proof (4)

Lemma

Let R(a,b) = ZmEGF(q) w@@b)  Define
NZ; = {(a,b) € GF(q)*|R(a,b) = ev;},
Nz; = {(a,b) € GF(¢)*|R(—a,b) = ev;}.

ej

Assume that \ is a non-square of GF(p)*. Then, the relation
between N;j and N_; can be fully characterised.

18/37



Sketch of proof (4)

Lemma
Let R(a,b) = 3, cqp(g wO'™"). Define

N;rj = {(a,b) € GF(q)?|R(a,b) = v},

N ={(a;b) € GF(q)%|R(—a,d) = ev;}.

Assume that \ is a non-square of GF(p)*. Then, the relation
between N+- and N_ .j can be fully characterised.
For odd m > 3 and {k > 0| ged(m, k) = 1},

18/37



Sketch of proof (4)

Lemma
Let R(a,b) = 3, cqp(g wO'™"). Define

N;rj = {(a,b) € GF(q)?|R(a,b) = ev;},
N=. = {(a,b) € GF(q)*|R(—a,b) = ev;}.

6?]

Assume that \ is a non-square of GF(p)*. Then, the relation
between N+- and N_ .j can be fully characterised.
For odd m > 3 and {k > 0| ged(m, k) = 1},

{<R(a7 b)? R(_av b))‘av be GF(Q)}

takes the following possible values

(£v0, £v0), (£vo, £v1), (Fv1, £v0), £(V0, V2), £(V2, 10), (P™, P™).
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Sketch of proof (5)

With the Lemma, the possible values of o can be predicted, and
we have

m—1
3,

N(c(a,b),£1) = ¢ 3m~1 £ 30m=1/2
gm-1 4 %(3(m+1)/2 + 3(m71)/2)‘
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Sketch of proof (5)

With the Lemma, the possible values of o can be predicted, and
we have

3m—1?
N(c(a,b),+1) = { 3m~1 4 3m=1/2
gm-1 4 %(3(m+1)/2 + 3(m71)/2)‘

Therefore, the maximum can be obtained by

max N(c(a,b),u) = 3™ 4 =(3(m=1/2 4 3(m+1)/2)

DN |

We have L | 1ya(m-1)/2 (m41)/2
3m— 4+ (3" 3im
Fs = +ﬂ3mﬁ_ 3

19/37



Second class of authentication codes

Lemma

m

Let m be odd, p be a prime such that p =3 (mod 4), ¢ = p™,
e=@"+1)/(p"+1)+ (" - 1)/2
with klm. Then, C(y 0y is a
[p"™ —1,2m)|

cyclic code over GF(p) with three nonzero weights

1
P - (- D §p(m+k)/2_1)-

20/37



Second class of authentication codes

Theorem

The authentication code constructed from the code C(y ) is

(Zy2m, GF(p), Zym_1 x GF(p), {Ex : k € K}),
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Second class of authentication codes

Theorem

The authentication code constructed from the code C(y ) is

(Zy2m, GF(p), Zym_1 x GF(p), {Ex : k € K}),

with
1 L | ifm=k;:
Pp=—-,Pg= pm—1+pl";(_rr}—1)/2+’lp(m+2k—l)/2 _ ’
D e , ifm>k.

Furthermore, we have

S| = p*™, IT| = p,IKI = (" = Dp.
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Sketch of proof (1)

N(C Z Z WY (Try, /1 (az+ba® )—u)]

xEGF(q) yeGF(p)
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Sketch of proof (1)

1 €
N(C(CL, b),u) = 7[ Z Z wy(Tl"m/l(ax-l-bac )—u)]
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Sketch of proof (1)

1 €
N(C(CL, b),u) = 7[ Z Z wy(Tl"m/l(ax-l-bac )—u)]

z€GF(q) yeGF(p)

_ 1[q+ Z Z wy(Trm/l(aa:—l—bxe)—u)]

p z€GF(q) yeGF(p)*
=p" 4+ = W ST T arb)
yeGF(p)* z€GF(q)
S(ya,yb)
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Sketch of proof (2)

Lemma
m>2,keZ, d=ged(m,k), s=m/d.
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Sketch of proof (2)

Lemma
m>2,keZ, d=ged(m,k), s=m/d.
p < odd prime, qy = pd, qg=p" = qj-

Q(a,b) = Tlrm/d(axpk+1 +bx2), rank(Q(a,b)) = s — 5,7 =0,1,2.

Then
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Sketch of proof (2)

Lemma
m>2,keZ, d=ged(m,k), s=m/d.
p < odd prime, qy = pd, qg=p" = qj-

Q(a,b) = Trm/d(azpk+1 + bx?), rank(Q(a,b)) = s —j,j =0,1,2.

Then
Z wTra/1Q(ab) eplmtid)/2, ' if m + jd is even;
e ey/pP=Iptm =12 if m 4 jd is odd.
X

For any y € GF(p)*,

Z w¥Tra/1Q(ab) = no(y Z wTra/1Q( ab
z€GF(q) z€GF(q)

where r is the rank of the quadratic form Q(a,b), ng is the
quadratic character.

23/37



Sketch of proof (3)

Hence

1
S(ya,yb) = 5( Z WYtk Qab) | Z wYTk/1Q(=ab)y
zeGF(p™) z€GF(p™)
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Sketch of proof (3)

Hence
_ 1 Try, /1 Q(a,b) Try, /1 Q(—a,b)
Styay) = £ Y WD T )
z€GF(p™) zeGF(p™)
_1 r Try, /1 Q(a,b)
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Sketch of proof (3)
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_ 1 Try, /1 Q(a,b) Try, /1 Q(—a,b)
Styay) = £ Y WD T )
z€GF(p™) zeGF(p™)
_1 r Try, /1 Q(a,b)
=Smo(™) Y, whn
z€GF(p™)
b)Y GaeCe),
z€GF (p™)

CASEAl: ri=ry=s
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As a result,
Z Wﬁyus(ya, yb) = j:’me/2 Z w*yuno (yS)
yEGF(p)* JeGF(p)*
=ip™? Y w T n(y)
yEGF (p)*

= j:ipm/2G(n0a )A(fu)
— i 2 (—u) (— 1) D/ 24P +2045) /4,172
= 4p(mtD)/2p0 () (—1)PHD/2(P*+2p+5) /4

Thus, we have

max N (c(a,b),u) = p" ! + pm=1/2,
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Sketch of proof (5)
CASE A2 ri=s,19=5—1

1
S(ya,yb) = S(m(y™) D wided
zeGF (p™)

fm() Y W)
z€GF(p™)

1 - o
= 5 (m(y")e pip=1ptm I g (yo = )ep(mHRI/2)

| o .
= &5 (m(y*)iy/pp™ V2 £y ")

1 Cm m
:=i50m@ﬁp/2ip(+“ﬂ)

Similarly, we derive 3 cp(,)- w™ ¥ S(ya, yb) and

max N(c(a,b),u) = p™ 1 + %(p(m—l)ﬂ yplmk=2)/2y
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Sketch of proof (6)

We omit the details of
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» CASEC:s=1
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We omit the details of
» CASEA3:. ri=s51r9=8—2
» CASE B: ry < nry
» CASEC:s=1

To wrap up, we have

3, m—1 1, (m—1)/2
+ .

2P p"?fl , it m=k;
pm—1+%p(m—1)/2+%p(m+2k—1)/2
pm—1 ’

Ps =
if m > k.
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The cyclic code C with parity check polynomial hy(z)ha(x), where
hi(z), ha(x) are the minimal polynomials of (—x)~' and

7= " +1/2 has the parameter
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m,k € Z%, d=ged(m, k), s=m/d is odd, s > 3.

p < odd prime, ¢ = p™, qo = p.

The cyclic code C with parity check polynomial hy(z)ha(x), where
hi(z), ha(x) are the minimal polynomials of (—x)~' and

7= " +1/2 has the parameter

[p™ —1,2m,p™ — pm ! — pig Lpm+d-2)2

Trace representation:

c(a,b) = (Tr (a(—ﬂ)t + bﬂ(pkﬂ)t/z)):z :
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Third class of authentication codes

Theorem

The authentication code constructed is

(Z2m , GF(p), Ziym 1 x GF(p), {Ex : k € K}),

with
m—14 1 (m-1)/2 1 (m+2d—1)/2 ]
P 1 P il 7 pm_?p , ifk/d is even;
=255 = ~1_ p(m+2d-1)/2 . .
D P 4p ™ if k/d is odd.

pm_l )
Furthermore, we have

S| = p*™, IT| = p,IKI = (" = Dp.

We omit the details of the proof
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Comparison

The proposed authentication codes C1, C2, C'3
Compare the parameters |S|,|T]|, |K|, P; and Pg
Pr and Pg: as small as possible

IS, |71, |K|: consider tradeoff
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Example 2

|S(C2)] = |S(C3)], [K(C2)] = [K(C3)
When d =k in C3

%pm—1+%p(m—1)/2

Ps(C2) i) , if m=k;
S = m—1_1,_(m—1)/2 1 (m+2k—1)/2 .
Pt pm_+12p , iftm > k.
pmfl +p(m+2d71)/2

Ps(C3) =P T

We have
PS(C2) < Ps(C?))

Thus, under a special condition, C2 is better than C3.
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C5: authentication code from [Ding-Niederreiter]
When ¢ = p >3, |S| = p*™, |T| =p, |K| =p™H!

1 1 p-1
PI_];a PS_Z;+W

35/37



Example 4

A similar example with Example 3 can be found as following
C5: authentication code from [Ding-Niederreiter]
When ¢ = p >3, |S| = p*™, |T| =p, |K| =p™H!

1 1 p-1
PI—];a PS_];—i_W

» same |S|,|T| and P;

35/37



Example 4

A similar example with Example 3 can be found as following
C5: authentication code from [Ding-Niederreiter]
When ¢ = p >3, |S| = p*™, |T| =p, |K| =p™H!

1 1 p-1
PI—];a PS_];—i_W

» same |S|,|T| and P;
> [K(C2)] < [K(C5)]

35/37



Example 4

A similar example with Example 3 can be found as following

C5: authentication code from [Ding-Niederreiter]
When ¢ =p > 3, S| = p*™, |T|=p, |K|=p™H!

1 1 p-1
PI—];a PS_];—i_W

» same |S|,|7| and Pr
> [K(C2)] < |K(C5)]
> tradeoff between the key length and Pg

[Ding-Niederreiter] C. Ding and H. Niederreiter, Systematic authentication codes from highly nonlinear functions,
|EEE Transactions on Information Theory, 2004.
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Thank you for your attention!

A

37/37



	Authentication codes
	Systematic authentication codes based on error-correcting codes
	Our constructions of systematic authentication codes
	Comparison

